rudge

Empower your workforce to adopt
Al safely with Nudge Security

Continuously discover all GenAl apps—even the new,
obscure ones—and activate guardrails for safe, compliant
adoption.

When shown the art of the possible, employees will experiment with Al to
make their lives easier—and they don’t always tell you about it. There are
well-known chatbots like ChatGPT, created by OpenAl, and Claude, by
Anthropic. But there are plenty of obscure GenAl apps that simply add an
audience-specific UX layer around these providers, with or without any
security program in place. In fact, we’'ve observed over 700 unique Al
apps across our customer environments. All your workforce needs is an
email address and password to start using them.

Furthermore, the 2024 Cisco Data Privacy Benchmark Study found that
nearly half of GenAl users admitted to entering non-public company

information into GenAl tools, and 62% had entered information about
internal processes. How do your employees know what'’s considered safe,
acceptable use of GenAl?

GenAl has entered your employees’ workflow.
What can you do about it?

You could simply block access to as many GenAl tools as you can list.
However, that's a never-ending cycle that drives usage into the shadows,
contradicting the critical element you need to actually deal with the risk—
visibility. Besides, 2 out of 3 workers would simply find a workaround.

Let’s not forget that your SaaS apps want to realize value and revenue
from GenAl too. You'll need to know when GenAl gets added to their
software supply chain or data subprocessor list so you can ask about how
they'll be using your data. Just among our customer environments, 25% of
the most popular SaaS apps observed contain a third-party Al service in
their supply chain or data subprocessor list, with OpenAl and Anthropic
being most common.

When network monitoring solutions and manual cataloging approaches
can’'t keep up with the pace that GenAl tools are created and used by your
employees, and analyzing core app integrations only shows a fraction of
your GenAl risk, how do you govern GenAl usage at scale?

© Copyright 2024 Nudge Security

Key Challenges

Incomplete view of what GenAl
apps the workforce uses

Missing GenAl risk in the SaaS
supply chain

Inflexible controls slowing
productivity

-

Nudge benefits

Discover all GenAl apps used by
your workforce, including obscure,
newly launched apps

Notice trends like who is most likely
to experiment, which departments
are adopting GenAl, how many
people use specific GenAl tools,
and more

Identify GenAl apps used in the
supply chain of your third-party
SaaS ecosystem

Evaluate risk and make better,
quicker decisions with security
context like data locality, security
program maturity, related data
breaches, and risky OAuth scopes

Activate pre-built playbooks to
nudge users—at scale—toward
safe, compliant GenAl usage

. SOC 2
nudgesecurity.com Compliant



https://www.cisco.com/c/en/us/about/trust-center/data-privacy-benchmark-study.html
https://www.nudgesecurity.com/content/debunking-the-stupid-user-myth-in-security
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Detect all GenAl and Al-powered apps used by f

the workforce—in minutes How it works

Our patented discovery method delivers an inventory of all SaaS apps

ever used—including GenAl—in minutes from installation. No agents, Connect

proxies, or plugins are necessary—all we need is read-only APl access to to Google Workspaces or Microsoft
Microsoft 365 or Google Workspace. Then we can continuously monitor 0365 APIs. That's it.

for those machine-generated emails sent for account creation, password

resets, and invoices. Discover

all cloud and Saa$S accounts, historically
and continuously.

Know which third-party vendors may share your

data with Al Analyze
Stay on top of which SaaS vendors are using Al in their software supply your Saas attack surface, app-to-app
chain so you or your team can investigate how they are using your data. risks, SSO & MFA adoption, and more..
And if any of your third- or fourth-party vendors get breached, quickly Nudge
view which apps and accounts in your organization could be impacted. your employees towards better security
behaviors with automated, real-time
engagement.
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Let context drive controls

Security context at your fingertips

Make risk-based decisions quickly with information like:

data locality

e security program maturity
« authentication methods
reported data breaches

o software supply chain

Within these profiles, you can also dig into risky OAuth grants
and their scopes, conduct user access reviews, and activate
playbooks to nudge human behavior toward safe, compliant
use of GenAl.

Business context to right-size action

Drill into trends by department, users, and spend, to
understand:

e Who is most likely to experiment
e How popular is a GenAl app across your company
* What business outcomes are they trying to achieve

Use these data points to right-size your approach to govern Al
instead of jumping to extreme controls.

Use guardrails, not gatekeepers

Nudge Security is built on the belief that employees perform
best when given autonomy to deliver business outcomes,
supplemented with just-in-time guidance or "nudges."
Automatically nudge employees to:

e review the acceptable usage Al policy

» share business context for using the GenAl app
* enable MFA on Al accounts

* remove abandoned or unapproved Al accounts
e onboard Al apps into Okta

o use a different recommended app
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Customers trust Nudge Security to govern GenAl

“When | see an Al tool that | don't want them to be using, | use Nudge to tell them, ‘hey, we
have an alternative, please use it. If they're not using it, | just revoke it, and if it's unsafe, |
just block it out. Without Nudge, | probably wouldn’t even know about it. There's like 10
new Al services that pop up every single day, so it's almost impossible to keep up.”

Leo Chui, IT Manager at GLAAD

See what GenAl tools are in your SaaS ecosystem today.

Zero commitment. No credit card necessary. Start your 14-day trial now.

nudgesecurity.com


https://www.nudgesecurity.io/trial?landing_url=home&referring_domain=nudgesecurity-com.design.webflow.com&ajs_event=trial_click_io_landing&submission_url=home&biscotti=eyJsYW5kaW5nX3VybCI6ImhvbWUiLCJyZWZlcnJpbmdfZG9tYWluIjoibnVkZ2VzZWN1cml0eS1jb20uZGVzaWduLndlYmZsb3cuY29tIiwiYWpzX2V2ZW50IjoidHJpYWxfY2xpY2tfaW9fbGFuZGluZyIsInN1Ym1pc3Npb25fdXJsIjoiaG9tZSJ9
https://nudgesecurity.com

